
Subdomain Discovery Report
Target: example.com  |  Demo data

1. Discovery Summary

Metric Value

Subdomains found 42

Resolved to an IP 38

Internal exposures (private IPs in public DNS) 3

Risk distribution 1 critical / 2 high / 2 medium / 2 low (sample rows)

2. Resolved Subdomains

Subdomain IP Source Risk

www.example.com 104.26.9.217 DNS brute-force Low

api.example.com 104.26.9.218 Certificate logs Medium

admin.example.com 10.0.4.12 Certificate logs Critical

dev.example.com 10.0.4.35 DNS brute-force High

staging.example.com 172.16.8.20 Search engines High

mail.example.com 104.26.9.230 DNS records Low

vpn.example.com 104.26.9.241 Certificate logs Medium

3. Source Breakdown

Source Subdomains

Certificate logs 18

DNS brute-force 12

Search engines 7

DNS records 5

4. Remediation Guidance

Finding Recommendation

admin.example.com resolves to a private IP Remove the public DNS record or restrict it to internal DNS.

dev / staging exposed in public DNS Move to internal DNS and require VPN access.

Forgotten subdomains Review and decommission records that are no longer used.

This is a demo report generated with sample data for illustration purposes only.


