Sample Port Scan Report

Target: 104.26.9.217 | Scan type: SYN stealth (-sS) with -sV -O -sC | Demo data

1. Scan Summary

Ports scanned

Open ports

Critical services exposed
Risk distribution

Hosts discovered

2. Open Ports

65,535 TCP

18

3

3 critical / 6 high / 5 medium / 4 low

1 live host

22/tcp

80/tcp http
443/tcp https
3306/tcp mysq|l
6379/tcp redis
8080/tcp http-alt
5432/tcp postgresql

3. OS and Services

OpenSSH 9.2 Critical
nginx 1.24 High
nginx 1.24 High
MySQL 8.0 Critical
Redis 7.2 Medium
Apache Tomcat Medium
PostgreSQL 15 Low

OS guess
Firewall

Port states

4. NSE Findings

Linux 5.x (94% confidence)
Partial filtering detected on 12 ports

18 open / 41 filtered / rest closed

MySQL exposed to public internet

SSH password authentication enabled

Redis without authentication

Critical Restrict 3306 to trusted IPs via firewall
Critical Disable password auth, use keys
Medium Enable requirepass, bind to localhost

This is a demo report generated with sample data for illustration purposes only.



